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Context
Alias resolution in Internet topology mapping:
Process of grouping IP into routers.

IPv6 alias resolution is very incomplete.
ICMP rate limiting has never been exploited.

Pipeline

Results

ICMP rate limiting:
Feature of routers to limit the number of ICMP packets 
that they send/receive within a window of time.
Implementation varies with router vendor/OS.
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2. Generate time series 4. Supervised classifier

• Loss rate
• Change point
• gap -> gap transition 

probability
• burst -> burst transition 

probability
• Pearson correlation coefficient

3. Extract features

• Output if two IPs are aliases
• Trained on Internet-wide 

alias sets

Comparison with two state-
of-the-art techniques, Midar
(IPv4) and Speedtrap (IPv6).

Ground truth evaluation: 
Precision, recall.

Internet wide data:
Portion of alias pairs found 
by each tool.
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